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Volume 2.2 — Change Log

Section

Page(s)

Change

Entire document

All

e Updated California Health & Human Services Agency
references per Agency standard

e References to Cal. Civ. Code section 56.05(m)
updated to Cal. Civ. Code section 56.05(p) due to
passage of AB 2089 — Privacy: mental health digital
services: mental health application information and
AB 254 — Confidentiality of Medical Information Act:
reproductive or sexual health application
information.

Scenario 12 — Older
Americans Act
Nutrition Services
Provider to Health
Provider

Final Rule — Older Americans Act (RIN 0985-AA17
February 14, 2024) — updated citation reference from 45
C.F.R. § 1321.51(a) to 45 C.F.R. § 1321.75(a)

Appendix 2 — Patient
Authorization for Use
or Disclosure

The following items were updated to reflect AB1697 -
Uniform Electronic Transactions Act. (Chapter 374,
October 7, 2023) and Final Rule for 42 CFR Part 2
(published February 2024):

CMIA-Regulated Authorization Form Requirements

e 2" pullet — added “(handwritten or electronic)”
e 7™ bullet —added “or event (within one year or less)”
after “with date”

SUD- and HSC-Regulated Authorization Form
Requirements

e 4% pullet — updated language
e 6" bullet — removed “orally or” before “in writing”
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Executive Summary

State Health Information Guidance Volume 2.2

Food and nutrition insecurity is a current social and health crisis. Addressing the full scope of
issues associated with food and nutrition insecurity may require coordination between health
providers; eligibility, enrollment, and program services; and food provisioners. The key to
coordination of care is sharing the specific needs and preferences. Complex data privacy laws
complicate seamless coordination of care across the various service providers. In some cases,
service providers may be reluctant to share data or they must create complicated agreements
between providers—especially when a patient/client’s care occurs outside of a clinic or medical
office. The State of California created the non-binding State Health Information Guidance
(SHIG) Volume 2 to help standardize and clarify federal and state law.

In SHIG Volume 2, the State of California provides guidance about how health and social
services information can be shared in the day-to-day practice of providing integrated care and
services to address food and nutrition insecurity. The SHIG Volume 2 clarifies existing federal
and state laws that affect disclosure and sharing of health and social services information. In
addition, the SHIG Volume 2 provides scenario-based guidance written in simple, everyday
business language.

The SHIG development process involved extensive input from non-profit, private, community-
based, and government organizations involved in the delivery of healthcare, eligibility,
enrollment, and food assistance services. During stakeholder sessions, participants offered
ideas, identified common concerns and barriers to sharing patient/client information, and
provided insights about how organizations coordinate services. The SHIG scenarios are based
on stakeholder feedback. In addition, the SHIG Advisory Committee provided periodic feedback
on materials as the SHIG was developed.

The State believes appropriate exchange of health and social services information can be
achieved to effectively provide a patient/client with coordinated and integrated care and
services while still protecting the patient/client’s right to privacy. Based on this principle and
relevant federal and state law, the guidance in this document moves from general to more
specific guidance in the following three levels:

1. General Guidance identifies key federal and state laws regarding the disclosure of
health and social services information to help health, eligibility, enrollment, and food
assistance providers determine whether and when they can share their patient/client’s
information.

2. Guidance by Category provides help in the following situational categories specific to
addressing food and nutrition insecurity:

a. General Information Sharing
b. Health Provider to Health Provider
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c. Federal and State Food and Nutritional Programs including:

i. CalFresh?

ii. Medically Tailored Meals/ Special Medical Diets and Health Providers

iii. Older Americans Act Nutrition Programs (includes Congregate Nutrition
Program and Home Delivered Nutrition Program)

iv. Special Supplemental Nutrition Program for Women, Infants, and
Children (WIC)

3. Scenario-Based Guidance provides answers and clarifications to stakeholder-identified
questions through flow-chart graphics and narrative responses in 14 scenarios.

State Health Information Guidance Volume 2.2

Federal and state laws regarding the privacy of health and social services information clearly
allow sharing of health and social services information for many purposes when a patient/client
or patient/client’s representative provides a signed release. Therefore, this guidance focuses on
uses and disclosures that do not require a signed release from the patient/client or their
authorized representative. However, there are times when health and social services
information can only be shared with a signed release and the scenarios inform when that must
occur.

While the guidance is designed to be helpful and authoritative, the SHIG is specifically not
designed, nor does the State intend through its publication, to provide legal counsel. This
guidance is for informational purposes only and should not be construed as legal advice from
the State of California. The State makes no warranties, expressed or implied, regarding errors or
omissions and assumes no legal liability or responsibility for loss or damage resulting from the
use of information contained within the SHIG. Readers are encouraged to consult an attorney
prior to developing and implementing operational policies and procedures governing the use
and disclosure of health and social services information.

The SHIG is not intended as a comprehensive solution for all the associated legal, technological,
operational, cultural, and financial issues associated with sharing health and social services
information. However, it is intended to encourage responsible and appropriate information
sharing in California and promote a dialog among health and social services providers and
stakeholders regarding what can be done within current federal and state laws. Health
providers, patient advocates, providers of nutrition and food assistance, CalFresh and WIC
eligibility, enrollment, and program services, health plans and other payers, care coordinators,
concerned individuals, the courts, county and local governments, community-based
organizations, state agencies, and the Legislature must collaborate and dialog with one another
to fully achieve this document’s purpose. The dialog must continue well beyond the SHIG’s

! california’s version of the federal Supplemental Nutrition Assistance Program (SNAP) program.
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publication to promote whole person care and address food and nutrition insecurity issues
through information sharing while also protecting patient rights.

State Health Information Guidance Volume 2.2

The State encourages readers to use the SHIG to take appropriate next steps for their
organizations to improve coordination of services to address food and nutrition insecurity.
Possible next steps for readers might include:

e Sharing the SHIG with appropriate staff and leaders within the readers’ organizations
and with staff and leaders in partner organizations

e Reviewing and possibly updating organization policies and procedures

e |dentifying legislative changes that protect patient privacy while limiting obstacles for
patient-centric integrated care and addressing food and nutrition insecurity as a
coordinated service

While designed to be helpful, the SHIG clarifications will lead to improvements for addressing
California’s food and nutrition insecurity crisis only if there is meaningful follow-up action.
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Navigating SHIG

This section helps orient the reader to the State Health Information Guidance (SHIG) document.
It explains the imbedded hyperlinks, the structure of the guidance, and the approach to legal
citations and references.

State Health Information Guidance Volume 2.2

Definitions, Acronyms and Hyperlinks

Beginning with this section and throughout the rest of the SHIG, key words and phrases (which
may include acronyms) are underlined in blue font the first time they are used in a section or
scenario. As an example, note the formatting of health information. Words and phrases
formatted in this way are hyperlinks to definitions presented in Appendix 7 - Definitions. All
forms of a word are included under one definition — for example, disclosure, disclose, and
disclosures would all be listed under “disclose” in the definitions. If the reader is using an
electronic version of the document, a click on the link will take the reader to the appropriate
SHIG definition.

Acronyms and the phrase each acronym represents are in Appendix 8 - Acronymes.

In addition to words and phrases, the titles of specific sections of the SHIG (or of reference
documents included in the appendices) will have hyperlinks the first time they appear in each
section. A click on the link when using an electronic version of the SHIG will take the reader to
the section of the document referenced. As examples, note the links to Appendix 7 - Definitions
and Appendix 8 - Acronyms here and in the paragraph above.

Lastly, the Table of Contents is also a navigation tool. In the electronic version of the SHIG, the
reader may click on a section defined in the Table of Contents and be taken to the beginning of

the section selected.
Structure of Guidance
The guidance in this document is organized to move from general to more specific guidance:

e General Guidance — This is the most general information on overall information privacy
laws and policies.

e Guidance by Category — Each guidance by category section presents a general
introduction about the category. The introduction may include who is involved in the
information sharing, an overview of the food and nutrition program, or examples of
information sharing situations. This guidance is presented in the following categories:

o General Information Sharing
o Health Provider to Health Provider

o Program Scenarios
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e Scenario-Based Guidance — This is guidance that addresses specific questions for each
of the scenarios within a category. Each scenario answers a specific question raised by
SHIG stakeholders. It uses illustrations to answer common questions regarding
disclosure of health and social services information.

State Health Information Guidance Volume 2.2

The scenarios focus on the criteria for sharing information without a signed release.
However, even when a signed release is not required by law, providers are encouraged
to discuss with patient/clients why some forms of sharing are in their patient/clients’
best interests. Informed disclosure decisions by patient/clients are often strongly
beneficial in engaging patient/clients in their own health and wellbeing.

Each scenario has four parts:

a brief description of the scenario

a graphic illustrating the State’s guidance for the scenario

a narrative describing the State’s guidance specific to the scenario
a list of relevant legal citations and references

O O O O
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Legal Caveat

State Health Information Guidance Volume 2.2

The State Health Information Guidance (SHIG) provides the State of California’s non-mandatory
guidance regarding disclosure of health and social services information related to addressing
food and nutrition insecurity. The SHIG clarifies existing federal and state laws that affect
disclosure and sharing of health and social services information within California by providing
scenario-based guidance in everyday language.

While the guidance is designed to be helpful and authoritative, the SHIG is not designed, nor
does the State intend through its publication, to provide legal counsel. This is for informational
purposes only and should not be construed as legal advice by the State of California. The State
and the Center for Data Insights and Innovation (CDII) make no warranties, expressed or
implied, regarding errors or omissions and assume no legal liability or responsibility for any loss
or damage resulting from the use of information contained within. Readers are encouraged to
consult an attorney prior to developing and implementing operational policies and procedures
governing the use and disclosure of health and social services information.

The SHIG provides non-binding clarification to help readers working together to address food
and nutrition insecurity to better understand relevant sections of federal and state privacy laws
including, but not limited to, the:

e Health Insurance Portability and Accountability Act (HIPAA)

e United States Department of Agriculture (USDA) Food and Nutrition Service Programs
e Older Americans Act Nutrition Program (OAA)

e Confidentiality of Medical Information Act (CMIA)

e California Civil Code

e California Health and Safety Code

e (California Welfare and Institutions Code

The SHIG does not address local, city, or county laws or ordinances. In addition, the SHIG only
addresses regulations and laws listed above.
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Purpose of SHIG Volume 2

State Health Information Guidance Volume 2.2

Volume 2 of the State Health Information Guidance (SHIG) combines general guidance and real-
life scenarios to clarify federal and state laws related to sharing of health and social services
information for the purpose of coordinating care to alleviate food and nutrition insecurity as
part of whole person care. The SHIG offers authoritative guidance to provide legal clarification
for sharing information while protecting privacy. Removing obstacles may result in increased
coordination of care to help the patient/client achieve better nutrition and thus better health
outcomes. However, coordination of care requires sharing of health and social services
information in an appropriate, secure, and timely manner between different types of health
providers, eligibility, and enrollment services staff, and food provisioners.

This SHIG provides non-mandatory, authoritative guidance from the State of California on the
uses, disclosures, and protection of health and social services information. This guidance
document is not designed to address all sharing challenges currently experienced, but it does
address those issues stakeholders identified as their highest priority. The SHIG Volume 2 aims
to clarify federal and state laws and regulations for a non-legal audience and to help inform
health and social service providers about when, why, and how health information may be
shared among partners to address food and nutrition insecurity.

Federal and state laws and regulations regarding the privacy of health and social services
information clearly allow the sharing of this information for a wide variety of purposes when a
patient/client or their representative provides a signed release. Therefore, the SHIG focuses on
exchange of health and social services information that does not require a signed release from
the patient or their representative. However, there are times when sharing health and social
services information can only occur with a signed release form and the scenarios inform when
that must occur.

The intended audience of the SHIG is the patient/client, health providers; providers of nutrition
and food assistance; enrollment and eligibility application assistors; health plans and other
payers; vendors; healthcare associations; patient and privacy advocacy organizations; county
and local governments; community-based organizations; and other interested parties. (State
entities should refer to the Statewide Health Information Policy Manual for guidance.)

General guidance and real-life scenarios are employed in the SHIG as a means to clarify
applicable privacy laws in the context of common obstacles and opportunities currently
experienced by providers. Use of both general guidance and scenarios helps clarify the State’s
interpretation of privacy protections in lay language for a general and broad audience of
stakeholders.
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This guidance document is not a restatement of current laws. Instead, the SHIG is designed to
clarify existing federal and state laws that impact disclosure and sharing of health and social

services information within California by providing scenario-based guidance in everyday
language.

State Health Information Guidance Volume 2.2
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Background of SHIG Volume 2

The State Health Information Guidance (SHIG) project was initially developed by the former
California Health & Human Services Agency’s (CalHHS) Office of Health Information Integrity
(CalOHIl). CalOHIl is now the CalHHS Center for Data Insights and Innovation (CDII).

State Health Information Guidance Volume 2.2

Part of CDII’s mission is to assist State departments to protect and secure health information in
their possession. CDII’s statutory authority is to interpret and clarify federal and state laws —
which led to the creation of the Statewide Health Information Policy Manual (SHIPM). The
SHIPM provides mandatory guidance for California State departments covered by the Health
Insurance Portability and Accountability Act (HIPAA). The SHIPM, originally published in 2015, is
updated annually and in use today.

Leveraging this experience, CDIl created the State Health Information Guidance (SHIG) Volume
1-Sharing Behavioral Health Information in California (originally published in January 2018) as
non-binding guidance to interpret and clarify state law for non-State entities.

Nourish California (with support from CommonSpirit Health), Archstone Foundation, the
California Health Care Foundation, and the Centers for Medicare and Medicaid Services (CMS)
provided CDIl with grants to augment the SHIG. In early 2020, CDII, in collaboration with
Nourish California and the California Primary Care Association, launched the SHIG Volume 2
project to address the problem of food and nutrition insecurity among Californians.

SHIG Volume 2 provides clarification of federal and state law targeting the sharing of health and
social services information to support the coordination of treatment/care and services related
to food and nutrition insecurity. Treating food and nutrition insecurity relies on seamless
information sharing between all members of the services/treatment/care community. This
includes public, private, community-based, and non-profit organizations such as: health
providers; medically tailored meal providers; Meals on Wheels; food banks; CalFresh

application assistors; Women, Infant and Children (WIC) local agencies; health plans and other

payers; county and local governments; social service agencies; and others involved in services.
Like the original SHIG, this augmentation will illustrate a path to comply with federal and state
privacy laws while ensuring that patients/clients, for whom food and nutrition insecurity is a
risk, are connected with providers of nutrition and food assistance. The goal of this document is
to address stakeholder challenges in interpreting federal and state privacy laws protecting
health and social services information.

The process to develop SHIG Volume 2 tapped on the experience, expertise, and knowledge of
a wide-range of committed stakeholders who identified and prioritized the most critical issues
that became the basis for the scenarios in this volume. The project began in February 2020 with
outreach to various and diverse stakeholders — CDIl and Nourish California conducted surveys
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and interviews to collect initial insights. From this information, the team held eight virtual
sessions with the goal to capture the current barriers to information sharing and gather insights
on issues preventing coordinated care and services. Below are themes heard from the
stakeholders during the sessions:

State Health Information Guidance Volume 2.2

e Inconsistent information sharing process

o Unilateral and bi-directional data sharing challenges

o Lack of clarity on when patient or patient’s representative authorization is
required

o Lack of clarity on what data can be shared - Personally Identifiable Information
(PI) versus Protected Health Information (PHI)
Health Information Exchange (HIE) patchwork

o Lack of understanding about how to leverage a universal authorization or the
absence of one

e Concerns related to program resource availability and community-based organization
capacity
e Regulatory/Legal challenges — Health Insurance Portability and Accountability Act
(HIPAA), and other laws like the federal regulations on the Special Supplemental
Nutrition Program for Women, Infants, and Children, etc.
o Burden of HIPAA and other privacy compliance for small organizations
o Medi-Cal eligible patients/clients are not automatically matched with other state
services
e Technology challenges
o Lack of interoperable technology
e Varied processes for determining eligibility
o County variations
o Programmatic variations — ties to federal/state regulations and laws
e Data sharing agreements — lack of clarity on which type of agreement is needed and
what they should cover

During our closing session, the stakeholders agreed on the final scenarios for SHIG Volume 2.

Additionally, a subset of stakeholders participated in the SHIG Advisory Committee. This group
reviewed all SHIG content as it was developed, sharing their input and expertise to help shape
the final SHIG document.

Refer to Appendix 1 — SHIG Participants for a list of all individuals and organizations
participating in the SHIG Volume 2 efforts.
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Conclusion

State Health Information Guidance Volume 2.2

One of the main objectives of the SHIG is to promote better care integration and better health
and wellness outcomes while protecting privacy. Through feedback received via its “grass
roots” stakeholder engagement method, CDII believes the greatest value provided by the SHIG
is its clarification of federal and state laws by translating the complex laws into non-legal and
non-technical language for a general audience. The intention is that this clarity will empower
appropriate exchange of information between all stakeholders including health providers,
nutrition educators, eligibility, enrollment and program services, and food provisioners,
ultimately leading to improved healthcare outcomes for their patients and clients.
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General Guidance

State Health Information Guidance Volume 2.2

The State believes appropriate exchange of health information can effectively provide a patient
with coordinated and integrated, whole person care while still protecting the patient’s right to
privacy. Many health providers may choose not to share health information with community
service partners due to the complexity and lack of clarity of federal and state laws as well as the
fear of non-compliance. This creates gaps in appropriate services to address food and nutrition
insecurity for the people who need services the most.

This section provides guidance on health information sharing to encourage the appropriate
exchange of health information with the food and nutrition assistance community. This section
begins with an overview about food and nutrition insecurity to ensure consistent understanding
of the public health crisis and the wide range of stakeholders involved in addressing it. Next, we
provide guidance on information sharing including how, when, and how much information can
be shared. Finally, this section provides a summary of federal and state laws regarding uses and
disclosures of health information.

Food and Nutrition Insecurity Overview

The United States Department of Agriculture (USDA) defines food insecurity as “a household-
level economic and social condition of limited or uncertain access to adequate food.” Food and
nutrition insecurity is a serious problem affecting approximately 10 million Californians
(according to the California Association of Food Banks). A growing body of data has
demonstrated the critical link between food and nutrition insecurity, chronic disease, and
healthcare costs. Food and nutrition insecurity is a public health crisis.

A wide range of federal, state, and local nutrition programs provide services and resources that
can help address food and nutrition insecurity, and a wide range of community-based
organizations are committed to addressing these issues and serving Californians.

Due to the complexity of food and nutrition insecurity, multi-sector organizations are working
together to respond to the high demand of healthy food access including — health providers,
healthcare organizations, community-based organizations, health coaches, application
assistors, federal nutrition programs, food banks, meal and medically tailored meal delivery
organizations, food pharmacies, farmer’s markets, and many more.

To ensure clarity for legal guidance, it is important to categorize the participants and establish
consistent terminology. The table below provides the terms used in Guidance for Specific
Scenarios section along with the definition of the term, an overview of the role, and several
examples of the types of participants (this is not an exhaustive list, but a sample).
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Caution! Community-based organizations may provide services where staff fall into more than
one role depending on the services and programs they provide. Community-based
organizations should assess what role they are acting in when they want to share health
information and consult the scenario based on this role. For example, a community-based
organization that is acting in the role of a health provider should consult scenarios on how a
health provider may share a patient’s health information. In this case, a Nurse Practitioner
wanting to share a patient’s health information with a Woman, Infants, and Children (WIC) local
agency would consult the scenario related to the health provider sharing with a WIC local

agency.

State Health Information Guidance Volume 2.2
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Term

Definition

Role

Examples of Participants/Setting

Health Providers

An array of clinicians,
licensed health
organizations, and
entities (including
healthcare settings)
legally defined by the
Health Insurance
Portability and
Accountability Act
(HIPAA) and the California
Confidentiality of Medical
Information Act (CMIA).

Conduct food and
nutrition
insecurity
screening

Initiate referral for
nutrition programs
Assist with finding
appropriate
services

Clinicians

Licensed healthcare clinics/facilities
Registered Dietitian Nutritionists

Clinical Social Workers

Nurse Case Manager
Hospitals

Community health organizations

Health clinics

Accountable Care Organizations

Long-term and post-acute care
Medical homes

Refer to Appendix 4 — Provider Definitions for a full list
of professionals defined by HIPAA and CMIA as health
providers.

Nutrition Educators

Non-clinical staff
supporting the education
of patients/people to

Educate about
general food and
nutrition guidance

Nutrition educators

Degreed nutritionists

Health coaches — such as promotores
Health educators

not health e Lactation specialists
( ) make healthy food Counsel/coach p .
providers) . . ) . e Breast feeding specialists
choices - from education regarding ongoing c hensive Perinatal Health Work
. . o
to coaching. nutritional needs or.npre ensive .erlna @ .ea .or. er
e Patient community education specialists
e Outreach workers
igibili An array of community, . . e Federal nutrition programs — such as Special
Eligibility, y y Assist with p. _g p
Enroliment. and county, state, and federal L Supplemental Nutrition Program for Women,
. organizations that help a application Infants and Children (WIC), Older Americans Act
Program Services process ’

person find appropriate

Nutrition Program, and CalFresh
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Term Definition Role Examples of Participants/Setting
food and nutrition e Evaluate and e WIC Local Agencies
services, apply for determine e Community-based organizations
nutrition programs, nutrition program | ¢ County social services departments administering
determine eligibility, and eligibility CalFresh
enroll people into e Enrollinto e Care Coordinators (non-clinician)
programs. nutrition program | ¢ Social Workers
e Assist with e Case manager
nutrition program | ¢ Navigators
enrollment e Community health workers — such as promotores

e Confirm eligibility

e Food banks

e Food pantries

e Farms

e Older Americans Act nutrition services provider
e Home-delivered meals programs — such as Meals

Local organizations e Prepare food on Wheels
Food Provisioners | Preparing, distributing, e Distribute food e Food Distribution Program on Indian Reservations
and delivering food e Deliver food e Medically tailored meals programs — such as
products. California Food as Medicine Coalition member
agencies

e Medically supportive food programs
e Congregate meal programs

e Food pharmacies

e Food hubs
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Additionally, as an individual moves through the healthcare system and social services process,
they are referred to or identified using different terminology based on the legal or regulatory
terms covering the program (indicated as role in the table below).

State Health Information Guidance Volume 2.2

Role Refer to individual as...
Health Providers Patient
Nutrition Educators Patient/Client/Participant
Eligibility, Enrollment, and Applicant/Enrollee
Program Services Participant/Client
Food Provisioners Client/Participant

Generally Applicable Guidance

Authorizations for Release of Protected Health Information

Health and social service providers are encouraged to take the lead in coordinating
authorizations for their patients when they make referrals. The health provider should forward
a copy of the completed and signed patient or patient’s representative authorization form,
whenever feasible, as part of a referral. This is a great assistance to the patients, such as older
adults and people living with disabilities, for whom downloading, printing, and
forwarding/mailing copies of patient or patient’s representative authorization forms may be
burdensome and a barrier to seeking treatment or services.

Many providers believe that a patient or patient’s representative authorization that serve
multiple purposes is illegal — this is not true. There is a difference between a compound
authorization and an authorization combining multiple releases of health information.

A compound authorization mixes an authorization for the use and disclosure of health
information with another health services document — typically related to consent to receive
treatment or assign payment of benefits to the provider. The Health Insurance Portability and
Accountability Act (HIPAA) prohibits compound authorizations. The patient or patient’s
representative authorization for the use and disclosure of health information must be

voluntary.
[45 C.F.R. § 164.508(b)(3).]

On the other hand, a HIPAA covered entity can combine (or consolidate) authorizations for the
use and disclosure of health information for multiple purposes or to multiple entities into a
single form. The key to a combined authorization is that the authorization focuses on uses and
disclosures of health information and does not include any other legal permissions. This allows
the patient (or patient’s representative) to sign one authorization form for all disclosures of
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health information from a specific provider. Other items to keep in mind when consolidating
the authorization for use and disclosure of health information:

State Health Information Guidance Volume 2.2

e |t can list specific persons, providers and/or categories of providers to whom the
patient’s provider can release the health information

e After the patient (or patient’s representative) signs the authorization, adding a new
category of treatment and/or a new provider (not listed in the original authorization)
will require a new authorization

e An authorization for the use or disclosure of psychotherapy notes may not be combined
with an authorization for the use or disclosure of other types of health information

For example, an authorization that includes a consent for treatment is a "compound
authorization" while an authorization regarding various types of health information details who
the information should be released to is a "combined authorization."

Federal and state statutes and regulations regarding the privacy of health information clearly
allow health information to be shared when a patient or patient’s representative provides a
valid authorization. Therefore, the scenarios presented in SHIG Volume 2 will focus on activities
involving uses and disclosures of health information that do not require an authorization from
the patient or patient’s representative, whenever possible. Refer to Appendix 2 —Signed

Release Form Requirements for the specific documentation requirements for authorized
disclosure forms.

Re-Disclosure of Confidentiality of Substance Use Disorder Patient Records (42 C.F.R. Part 2),
California Confidentiality of Medical Information Act, and Lanterman-Petris-Short Act Health
Information

Health and substance use disorder (SUD) patient-identifying information regulated by 42 C.F.R.
Part 2 or California Confidentiality of Medical Information Act (CMIA) is specially protected and,
once received, may only be re-disclosed under specific conditions. In addition, information
regulated by 42 C.F.R. Part 2 that identifies a patient directly or indirectly as having been
diagnosed, treated, or referred for treatment for a SUD requires each disclosure be made with
a patient or patient’s representative authorization unless disclosure meets an exception in the
law. In addition, the recipient of the SUD patient-identifying information cannot further
disclosure the information unless the further disclosure is expressly permitted by a patient or
patient’s representative authorization or as otherwise permitted by 42 C.F.R. Part 2.

While the Lanterman-Petris-Short Act (LPS) is silent on re-disclosure, the privacy protections
contained within the LPS continue with the information even after the information has been
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disclosed. Further disclosure of LPS-regulated information must meet an exception within the
LPS or be done with patient or patient’s representative authorization.

[42 C.F.R. § 2.32; Cal. Civ. Code § 56.13; Cal. Welf. & Inst. Code § 5328; State Department of
Public Health v. Superior Court (2015) 60 Cal.4th 940, 954.]

State Health Information Guidance Volume 2.2

Consult with legal counsel if you have any questions about whether other laws and regulations
may also have similar restrictions on re-disclosure.

Minimum Necessary

When health information is requested, used, or disclosed, steps must be taken to limit the
information to only what is relevant and necessary to accomplish the intended purpose. HIPAA
requires disclosure of health information to be limited to the minimum necessary in many
circumstances. While the minimum necessary requirement only applies to HIPAA regulated
health information, other laws operate in a similar way to limit disclosures. The minimum
necessary requirement in HIPAA does not apply to the following — as they are exceptions:

e Disclosures made to the patient who is the subject of the information
e Uses ordisclosures made pursuant to a valid patient or patient’s representative
authorization
e Disclosures to the Secretary of the U.S. Department of Health and Human Services
e Uses or disclosures required by state or federal law
[45 C.F.R. § 164.502(b).]

Health Information Organizations/Community Information Exchange

The establishment and use of a Health Information Organization (HIO) can provide a secure and
standard method for the electronic use, disclosure, movement, and storage of health
information. A secure HIO encourages and supports the appropriate and legal sharing of health
information for the purpose of coordination of care. Patient outcomes are invariably better
when multiple health providers all have the same pertinent health and social services
information. The HIO must comply with all of the privacy, security, and administrative
requirements applicable to covered entities/business associates when providing services
involving health information.

In contrast, a Community Information Exchange (CIE) is created with both health and non-
health service providers to focus on the provision of community supports such as food, housing,
transportation, and employment. While health providers often participate in a CIE, a CIE does
not have the same focus on healthcare as an HIO.

[42 U.S.C. §§ 17901, 17938; 45 C.F.R. § 160.103.]
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Social Service Providers as Public Health Authorities to Combat Food and Nutrition Insecurity

State Health Information Guidance Volume 2.2

HIPAA provides an exception to the patient or patient’s representative authorization
requirement for public health activities. This exception allows covered entities to use and
disclose health information to prevent or control disease, injury, or disability. Food and
nutrition insecurity has long been recognized nationally and within California as a public health
crisis. Appendix 6 — Additional Resources provides information on federal and state studies
regarding food and nutrition insecurity as a public health crisis.

State, county, and local public health entities could have the ability (if state law was changed to
match HIPAA) to designate non-governmental community partners in patient and social service
care as public health authorities in their contracts, Memoranda of Understanding (MOU'’s), or
other legal agreements. Under HIPAA, if a state, county, or local public health entity grants this
authority to a community partner, the designated entities will be considered public health
authorities. These entities can therefore collect or receive health information under relevant
public health exceptions, without an authorization signed by the patient or the patient’s
representative, as long as the CMIA does not regulate the information. For example, a county
public health department working regularly with a community-based organization to address
food and nutrition insecurity could designate the organization as a public health authority in
their contractual agreement since the organization is supporting the county’s public health
activities in fighting the public health problem of hunger and the health impacts of food and

nutrition insecurity.

Of course, it is essential that the community partner that is acting as a public health authority
ensure the information shared is sufficiently described, specifically related to a public health
activity or intervention, and the minimum necessary to achieve the public health intervention.
Counties and local public health entities are encouraged to consider how to best make the use
of legal exceptions, such as the one in HIPAA for public health activities, to address food and
nutrition insecurity as well as other public health crises.

[45 C.F.R. §§ 164.501, 164.512(b)(1)(i); Cal. Civ. Code § 56.10(c)(18).]

Summary of Primary Laws

Organizations sharing health and social services information to address food and nutrition
insecurity must consider a variety of federal and state laws to ensure information privacy and
security are addressed. While these federal and state laws prevent disclosure of patient/client
information, this does not prevent the patient/client from sharing their own information with

service providers.
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The primary federal regulations affecting the use and disclosure of health and social services
information include:

State Health Information Guidance Volume 2.2

e 7 C.F.R. Parts 210 through 299 — Food and Nutrition Programs
e 45 C.F.R. Parts 160 through 164 — HIPAA
e 45 C.F.R. Part 1321 — Older Americans Act Nutrition Program

The primary State of California statutes pertaining to the use of disclosure of health and social
services information include:

e Civil Code § 56 et seq. — California Confidentiality of Medical Information Act (CMIA)
e Civil Code § 1798.100 et seq. - California Consumer Privacy Act

e Health and Safety Code § 123280 — Women, Infants, and Children (WIC) Program

e Welfare and Institutions Code § 10850 et seq. — Public Social Services Records

e Welfare and Institutions Code § 14042.1 — Medically Tailored Meals Pilot Program

e Welfare and Institutions Code §§ 18325 — 18335 — Nutrition Program for the Elderly

The following is the State’s interpretation of these regulations and laws related to access, use
and disclosure of health and social services information. The Guidance for Specific Scenarios
section provides additional details and examples.

The SHIG does not address local, city, or county laws or ordinances. Behavioral health providers
should refer to SHIG Volume 1 — Sharing Behavioral Health Information in California for
guidance regarding the sharing of mental health or substance use disorder patient identifying
information.

Federal

Health Insurance Portability and Accountability Act Privacy Rule (45 C.F.R. § 164.500 et
seq.)

The HIPAA Privacy Rule establishes national standards to protect patients’ health information
and applies to health plans, healthcare clearinghouses, and those health providers that conduct
certain healthcare transactions electronically. The Privacy Rule requires appropriate safeguards
to protect the privacy of health information, and sets limits and conditions on the uses and
disclosures of such information without patient or patient’s representative authorization.
Generally, exceptions are allowed for treatment, payment, and healthcare operations. The
Privacy Rule also gives patient’s rights over their own health information, including rights to
access and to request corrections.
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Health Insurance Portability and Accountability Act Security Rule (45 C.F.R. § 164.300
et seq.)

State Health Information Guidance Volume 2.2

The HIPAA Security Rule establishes national standards to protect patients’ electronic health
information that is created, received, used, or maintained by a HIPAA covered entity or its
business associate(s). The Security Rule requires appropriate administrative, physical, and
technical safeguards to ensure the confidentiality, integrity, and availability of electronic health
information.

Child and Adult Care Food Program (7 C.F.R. § 226)

The Child and Adult Care Food Program provides federal funding for nutritious meals and
snacks to eligible children and older or disabled adults who are enrolled at participating
childcare centers, day care homes, and adult day care centers.

Special Supplemental Nutrition Program for Women, Infants, and Children (7 C.F.R. §
246)

The Special Supplemental Nutrition Program for Women, Infants, and Children (WIC) Program
provides benefits for pregnant, postpartum, and breastfeeding women, infants, and young
children up to age 5 from families with low-income that are at special risk with respect to their
physical and mental health by reason of inadequate nutrition or healthcare, or both. The
purpose of the WIC Program is to provide supplemental foods as well as nutrition education,
including breastfeeding promotion and support, through payment of cash grants to State
agencies, which administer the WIC Program through local agencies at no cost to eligible
people.

Commodity Supplemental Food Program (7 C.F.R. § 247)

The Commodity Supplemental Food Program (CSFP) works to improve the health of low-income
persons at least 60 years of age by supplementing their diets with nutritious US Department of
Agriculture (USDA) Foods. The USDA distributes both food and administrative funds to
participating states and Indian Tribal Organizations for the operation of CSFP.

Senior Farmers’ Market Nutrition Program (7 C.F.R. § 249)

The Senior Farmers' Market Nutrition Program provides low-income older adults with access to
locally grown fruits, vegetables, honey, nuts, and herbs. This federal program helps increase the
consumption of locally grown agricultural products and aids in the development of new and

additional farmer’s markets, roadside stands, and community supported agricultural programs.

Update January 2025 Page 26 of 128



CENTER FOR

DATA INSIGHTS
. I I AND INNOVATION

CALIFORNIA HEALTH & HUMA

Supplemental Nutrition Assistance Program (7 C.F.R. § 271 et seq.)

State Health Information Guidance Volume 2.2

CalFresh, the California version of the federal SNAP program, provides monthly food benefits to
low-income individuals and families as well as economic relief to communities. CalFresh is the
largest food program in California and is the State’s main hunger safety net. In California, the
program is state-supervised and county-operated.

CalFresh benefits enable people to purchase nutritious foods for a healthier diet. CalFresh
benefits also supplement food budgets, enabling individuals and families to afford otherwise
expensive nutritious food, including fruits and vegetables. CalFresh issues monthly benefits that
enables people to purchase food at most grocery stores, corner stores, or farmer’s markets.

Older Americans Act Nutrition Program (45 C.F.R. § 1321)

The Older Americans Act Nutrition Program provides state agencies, meeting specific
requirements, with grants to develop comprehensive and coordinated systems for the delivery
of supportive and nutrition services to older adults. These services include funding to support
the provision of congregate meals, home-delivered meals, and nutrition screening, assessment,
education and counseling.

State of California Statutes
Confidentiality of Medical Information Act (Cal. Civ. Code § 56 et seq.)

This law protects the privacy of health information by limiting disclosures by health providers,
health plans, and health contractors.

California Consumer Privacy Act (Cal. Civ. Code § 1798.100 et seq.)

This law protects the privacy of consumers’ personal information collected by for-profit
businesses that meet certain threshold requirements for annual revenue or number of
consumers of whom they receive, buy, sell, or share personal information. Health providers and
information covered by HIPAA or the CMIA are exempted from the California Consumer Privacy
Act (CCPA) requirements. In addition, non-profit organizations are exempted from the CCPA. All
scenarios in the SHIG assume that the CCPA does not apply.

California Special Supplemental Nutrition Program for Women, Infants, and Children
(Cal. Health & Safety Code § 123275-123355)

This law allows the California Department of Public Health to establish the California Special
Supplemental Nutrition Program for Women, Infants, and Children (WIC Program) and ensure
compliance with federal regulations.
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This law protects the privacy of all information collected by any public officer or agency in
connection with the administration of public social services in California for which grants-in-aid
are received from the United States government.

Medically Tailored Meals Pilot Program (Cal. Welf. & Inst. Code § 14042.1)

The California Department of Health Care Services (DHCS) oversees the pilot program. DHCS has
contracted with Project Open Hand for the provision of services via six non-profits covering
seven counties. The pilot began in April 2018 and will run through December 20212. The
program serves three medically tailored meals per day for 12 weeks and four sessions with a
registered dietitian nutritionist (RDN) to at least 1,000 eligible beneficiaries with congestive
heart failure during the four-year period. At the conclusion of the pilot, DHCS will conduct an
evaluation to determine the impact of the program on hospital, emergency department, and
skilled nursing facility admissions and costs. In addition, DHCS will submit a report to the
California Legislature identifying any positive health outcomes and reductions in health care
utilization and costs for these beneficiaries.

Nutrition Program for the Elderly (Cal. Welf. & Inst. Code §§ 18325 — 18335)

This law instructs the California Commission of Aging, with approval of the Secretary of
California Health & Human Services, to develop and oversee the state plan for implementing
Older Americans Act Nutrition Program in California.

Who is Considered a Business Associate under HIPAA?

A business associate is a person or entity, not part of the workforce of a HIPAA covered entity,
who performs certain functions or activities on behalf of, or provides certain services to, a
HIPAA covered entity or another business associate. A business associate needs access to
health information to perform the function or service.

The key thing to note is a business associate is a person or entity that:

e |s performing a service or activity on behalf of the HIPAA covered entity or another
business associate; AND

e Needs health information from the HIPAA covered entity in order to perform that
function or service.

2 The CalAIM proposal includes home delivered meals at discharge and MTM for eight diagnoses as allowable
covered benefits for the Medi-Cal plans starting in January 2022.
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Therefore, access to health information is not enough — a business associate must have a
business relationship with the HIPAA covered entity.

State Health Information Guidance Volume 2.2

There are many exceptions to HIPAA where health information can be lawfully shared and a
business associate relationship is not created. For example, a food bank does not provide
services to a clinic but wants some information about a patient’s health condition in order to
tailor a food box that would meet that patient’s dietary needs. While some limited health
information may be shared, the food bank is not performing a service or function on behalf of
the clinic. In this example, the food bank is not the business associate of the clinic or health

provider.

As another example, a billing company is providing processing services to a HIPAA covered
entity. In this situation, the billing company requires access to health information to process
claims for the HIPAA covered entity. In this example, the billing company is a business associate
and requires a business associate agreement.

To comply with HIPAA, all health providers, health plans, and healthcare clearinghouses must
have a business associate agreement with any third parties that meet the definition of a
business associate. A valid business associate agreement must be signed before the business
associate accesses or receives health information.

[45 C.F.R. § 164.103.]

Is the third party performing
services for, or on behalf of, the
health provider and accessing health
information?

Health provider wants to share
Start health information with a third
party

Health provider and the third
Yes—— party must enterinto a
business associate agreement

Third party isnot a business
associateand a business
associate agreement is not
needed
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Guidance for Specific Scenarios

Guidance for specific scenarios is based on scenario descriptions and assumptions. Readers
should thoroughly review them, as the laws discussed in the guidance for an individual scenario
will vary based on the specifics of the scenario’s description and assumptions.

State Health Information Guidance Volume 2.2

Each scenario contains the following subsections:

e Description — provides a brief description of the scenario, the question to be addressed
by the scenario and assumptions made when developing the guidance

e Graphic(s) — presents one or more decision flow diagrams illustrating the State’s
guidance for the scenario

e Scenario Guidance — provides a narrative describing the State’s guidance specific to the
scenario

e (Citations and Related Guidance — presents a list of the relevant legal citations and
references used in developing the guidance

Caution! For community-based organizations providing multiple services, refer to the scenario
applicable to the service/role you are providing when sharing health information.
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General Information Sharing

State Health Information Guidance Volume 2.2

For the purposes of this scenario, general information refers to information about a person that
is limited to the name and/or contact information of the person (phone number, address,
and/or email address). General information does NOT include any demographical or health-
related information originating from the health provider.

Health-related information is information regarding or related to medical condition, illness,
disease, payment history, or mental health condition (examples include but are not limited to
diagnosis, illness history, current treatment, ICD-10 code, laboratory/medical test results,
description of condition, illness, or disease).

However, the definitions for health information are different under the Health Insurance
Portability and Accountability Act (HIPAA) and the California Confidentiality of Medical
Information Act (CMIA). While general information is not protected by CMIA, it may still be
protected by HIPAA.

Caution! This guidance is not intended for state entities as it does not address California
Information Practices Act (IPA), therefore state entities should refer to Statewide Health
Information Policy Manual (SHIPM).

Guidance for sharing general information depends on who is sharing the information —the
following scenarios provide specific guidance for:

e Health providers sharing general information with food provisioners (Scenario 1) — for
example this could include:

o Health providers would like to share a patient’s general information with food

provisioners to connect the patient, who is discharging from the hospital, with

emergency food services
o Health providers would like to share an older adult patient’s general information
with food provisioners for home meal delivery services

e Health providers sharing general information with nutrition educators (Scenario 2) — for
example this could include:

o Health providers would like to share a patient’s general information with a
nutrition educator to assist the patient with food and nutrition education
services

e Eligibility, Enrollment, and Program Services for CalFresh and the Supplemental
Nutrition Program for Women, Infants, and Children (WIC) sharing participant general
information with food provisioners (Scenario 3) — for example this could include:

o Food provisioners (such as food banks, farmer’s markets, Meals on Wheels)
would like to perform general outreach (not targeted or tailored outreach for a
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specific health condition) to individuals in their communities — gathering name
and contact information from Eligibility, Enrollment, and Program Services
e Food provisioners sharing client status information with health providers and/or
Eligibility, Enrollment, and Program Services (Scenario 4) — for example this could
include:

o Food provisioners would like to provide service utilization data (such as delivery
dates, food pick-up) to Eligibility, Enrollment, and Program Services to help
demonstrate the effectiveness of nutrition programs

o Food provisioners would like to share observational data (such as overall
wellness, ability to accept delivery, number of meals delivered) with health
providers

e Nutrition educators sharing client status information with health providers (Scenario 5)
— for example this could include:

o Nutrition educators would like to share the educational topics covered by them
and observational data (such as overall wellness, attendance) of patients with
their health providers

State Health Information Guidance Volume 2.2

For more information about the types of data elements for potential information sharing, refer
to Appendix 3 — Personally Identifiable Information (Pll) versus Protected Health Information

(PH).
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Scenario 1 — Health Provider to Food Provisioner

Description

State Health Information Guidance Volume 2.2

The health provider determines a patient is food or nutrition insecure or at risk for food and
nutrition insecurity and wants to share a patient’s general information with the local food
provisioner to assist the patient in accessing a nutrition program for coordination of care.

What general information can a health provider share with a
food provisioner for coordination of care?

Important Scenario Guidance Assumptions:

e There is only name and contact information being shared by the
health provider

e Information being shared is not covered by the Lanterman-Petris-
Short and is not Substance Use Disorder treatment information

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
e There is no patient or patient’s representative authorization
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Graphic — Health Provider to Food Provisioner

—

Health Food
Provider Provisioner

Health provider wants to share
Start a patient’s general information nformation may be shared
with food provisioner
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Scenario Guidance — Health Provider to Food Provisioner
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Health providers must protect all information collected from a patient regarding a patient's
medical history, mental or physical condition, treatment, or payment.

Because of the difference in how the Health Insurance Portability and Accountability Act
(HIPAA) and the California Medical Information Act (CMIA) define health information, contact
information alone (such as name and address) is not protected by CMIA but may be protected
by HIPAA. HIPAA allows disclosure to a third party who is not a health provider for continuity of
care and treatment purposes. As such, health providers are generally permitted to disclose
general information with food provisioner to coordinate patient care to address food and
nutrition insecurity.

[45 C.F.R. §§ 160.103, 164.506; Eisenhower Medical Center v. Superior Court (2014) 226
Cal.App.4th 430, 436-437; HHS Guidance — “Does HIPAA permit health care providers to share
protected health information (PHI) about an individual with mental health with a third party
that is not a health care provider for continuity of care purposes?” (Published January 3, 2018).]

Caution! Health providers should be careful not to inadvertently disclose a patient's health
information, including that a patient is food or nutrition insecure. When general information
(such as contact information) is combined with any health information (specifically related to
the patient’s medical history, mental or physical condition, payment history, or treatment), it is
now covered by CMIA.

[Cal. Civ. Code §§ 56.05, 56.10(a).]

Specialty care health providers (such as an oncologist, AIDS clinic) must consider if their
specialty in combination with the patient’s general information could be considered health
information under CMIA and therefore should only be disclosed with a patient or patient’s
representative authorization. This is because the sharing of information from a specialty
provider indirectly discloses information about the patient’s medical condition.

[45 C.F.R. §§ 160.103, 164.508(a)(1),; Cal. Civ. Code §§ 56.05, 56.10(a); Eisenhower Medical
Center v. Superior Court (2014) 226 Cal.App.4th 430, 436-437 (in addition, refer to footnote 4).]

If the health provider is disclosing information specific to the patient’s food needs based on a
health condition, such as a heart healthy diet or low-sugar foods — this is no longer general
information, it is now health information (protected by both HIPAA and CMIA) and should only
be disclosed with a valid patient or patient’s representative authorization. While HIPAA allows
health information to be shared for treatment with a third party who is not a health provider,
CMIA does not.

[45 C.F.R. § 164.506; Cal. Civ. Code §§ 56.05(p), 56.10(a); HHS Guidance — “Does HIPAA permit
health care providers to share protected health information (PHI) about an individual with
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mental health with a third party that is not a health care provider for continuity of care
purposes?” (Published January 3, 2018).]

State Health Information Guidance Volume 2.2

Citations and Related Guidance

e 45C.F.R. §160.103.

e 45C.F.R. §164.506.

e 45C.F.R. §164.508(a)(1).

e (al. Civ. Code § 56.05.

e (Cal. Civ. Code § 56.05(p).

e (Cal. Civ. Code § 56.10(a).

e Eisenhower Medical Center v. Superior Court (2014) 226 Cal.App.4th 430, 436-437 (in
addition, refer to footnote 4).

e HHS Guidance, “Does HIPAA permit health care providers to share protected health
information (PHI) about an individual with mental illness with a third party that is not a
health care provider for continuity of care purposes?” (Published January 3, 2018).

e Appendix 2 - Signed Release Form Requirements.
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Scenario 2 — Health Provider to Nutrition Educator

State Health Information Guidance Volume 2.2

Description

The health provider determines a patient is food insecure or at risk for food and nutrition
insecurity and wants to share patient general information with a nutrition educator for
coordination of care. As described in General Guidance, nutrition educators are not considered
health providers within California law, and are instead individuals that provide education and
guidance about general food, nutrition, and other ongoing nutritional needs.

For guidance regarding a health provider providing information to a certified or licensed health
professional, such as a registered dietitian, refer to Scenario 6: Health Provider to Health
Provider.

What general information can a health provider share with a
nutrition educator for coordination of care?

Important Scenario Guidance Assumptions:

e There is only name and contact information being shared by the
health provider

e Information being shared is not covered by the Lanterman-Petris-
Short and is not Substance Use Disorder treatment information

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
e There is no patient or patient’s representative authorization
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State Health Information Guidance Volume 2.2

Graphic — Health Provider to Nutrition Educator
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Scenario Guidance — Health Provider to Nutrition Educator

State Health Information Guidance Volume 2.2

Health providers must protect all information collected from a patient regarding a patient's
medical history, mental or physical condition, treatment, or payment.

Because of the difference in how Health Insurance Portability and Accountability Act (HIPAA)
and the California Medical Information Act (CMIA) define health information, contact
information alone (such as name and address) is not protected by CMIA but may be protected
by HIPAA. HIPAA allows disclosure to a third party who is not a health provider for continuity of
care and treatment purposes. As such, health providers are generally permitted to disclose
general information with nutrition educators to coordinate patient care to address food and
nutrition insecurity.

[45 C.F.R. §§ 160.103, 164.506; Eisenhower Medical Center v. Superior Court (2014) 226
Cal.App.4th 430, 436-437; HHS Guidance — “Does HIPAA permit health care providers to share
protected health information (PHI) about an individual with mental health with a third party
that is not a health care provider for continuity of care purposes?” (Published January 3, 2018).]

Caution! Health providers should be careful not to inadvertently disclose a patient's health
information, including that a patient is food or nutrition insecure. When general information
(such as contact information) is combined with any health information (specifically related to
the patient’s medical history, mental or physical condition, payment history, or treatment), it is
now covered by CMIA.

[Cal. Civ. Code §§ 56.05, 56.10(a).]

Specialty care health providers (such as an oncologist, AIDS clinic) must consider if their
specialty in combination with the patient’s general information could be considered health
information under CMIA and therefore should only be disclosed with a patient or patient’s
representative authorization. This is because the sharing of information from a specialty
provider indirectly discloses information about the patient’s medical condition.

[45 C.F.R. §§ 160.103, 164.508(a)(1),; Cal. Civ. Code §§ 56.05, 56.10(a); Eisenhower Medical
Center v. Superior Court (2014) 226 Cal.App.4th 430, 436-437 (in addition, refer to footnote 4).]

If the health provider is disclosing information specific to the patient’s nutrition education
needs based on a health condition, such as a heart healthy diet or low-sugar foods — this is no
longer general information, it is now health information (protected by both HIPAA and CMIA)
and should only be disclosed with a valid patient and patient’s representative authorization.
While HIPAA allows health information to be shared for treatment purposes with a third party
who is not a health provider, CMIA does not.

[45 C.F.R. § 164.506; Cal. Civ. Code §§ 56.05(p), 56.10(a); HHS Guidance — “Does HIPAA permit
health care providers to share protected health information (PHI) about an individual with
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mental health with a third party that is not a health care provider for continuity of care
purposes?” (Published January 3, 2018).]

State Health Information Guidance Volume 2.2

Citations and Related Guidance

e 45C.F.R. §160.103.

e 45C.F.R. §164.506.

e 45C.F.R. §164.508(a)(1).

e (al. Civ. Code § 56.05.

e (Cal. Civ. Code § 56.10(a).

e Eisenhower Medical Center v. Superior Court (2014) 226 Cal.App.4th 430, 436-7 (in
addition, refer to footnote 4).

e HHS Guidance, “Does HIPAA permit health care providers to share protected health
information (PHI) about an individual with mental illness with a third party that is not a
health care provider for continuity of care purposes?” (Published January 3, 2018.

e Appendix 2 - Signed Release Form Requirements.
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Scenario 3 - Eligibility, Enrollment, and Program Services to Food Provisioner

State Health Information Guidance Volume 2.2

Description

Eligibility, Enrollment, and Program Services, specifically the Supplemental Nutrition Assistance
Program - Women, Infants, and Children (WIC) or CalFresh, want to share participant general
information with a food provisioner to help facilitate the food referral process.

What general information can an Eligibility, Enrollment, and
Program Services entity share with a food provisioner?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act

e Nosigned release
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State Health Information Guidance Volume 2.2

Graphic - Eligibility, Enrollment, and Program Services to Food Provisioner
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Scenario Guidance - Eligibility, Enrollment, and Program Services to Food Provisioner

State Health Information Guidance Volume 2.2

The United States Department of Agriculture (USDA) regulations consider all information
gathered by WIC and CalFresh staff as confidential. Any general information shared with a food
provisioner by either WIC or CalFresh programs requires a signed release when it identifies the
individual, directly or indirectly, as a participant in the program.

[7 C.F.R. §§ 246.26(d)(4), 272.1(c)(3); Cal. Welf. & Inst. Code § 10850.2.]

Citations and Related Guidance

e 7C.F.R.§246.26(d)(4).

e 7C.F.R.§272.1(c)(3).

e Cal. Welf. & Inst. Code § 10850.2.

e Appendix 2 - Signed Release Form Requirements.
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Scenario 4 — Food Provisioner to Health Provider or Eligibility, Enrollment, and
Program Services

State Health Information Guidance Volume 2.2

Description

The food provisioner wants to share their client’s information with the health provider and/or
Eligibility, Enrollment, and Program Services (specifically Supplemental Nutrition Assistances
Program - Women, Infants, and Children (WIC) or CalFresh programs) about the client’s status.
Client status information could include, but is not limited to, the type of food received, timing
of food pick-up/delivery, utilization of services, observations about the client, or information
from the client during the delivery of food services. For example, an older adult client informs a
food provisioner during delivery that their glucose level was lower today.

Caution! The recipient of the information (i.e., health provider or eligibility, enroliment, and
program services) may not confirm whether a person is a patient or program participant.

What information can a food provisioner share with the health
provider and/or Eligibility, Enrollment, and Program Services
about the client?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
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State Health Information Guidance Volume 2.2

Graphic — Food Provisioner to Health Provider or Eligibility, Enrollment, and Program Services
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Scenario Guidance — Food Provisioner to Health Provider or Eligibility, Enrollment, and
Program Services

State Health Information Guidance Volume 2.2

Generally, healthcare, CalFresh, or WIC privacy laws do not limit the food provisioner from
sharing client status information about their clients with the client’s health provider or
Eligibility, Enrollment, and Program Services.

Caution! Food provisioners may still have to limit their use and disclosure of client information
if they have specific privacy or confidentiality policies, agreements/contracts with the client, or
something similar (like a client’s bill of rights) for their organization.
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Scenario 5 — Nutrition Educator to Health Provider

State Health Information Guidance Volume 2.2

Description

The nutrition educator wants to share information (not covered by Supplemental Nutrition
Assistances Program - Women, Infants, and Children (WIC), CalFresh, or Older Americans Act)
with the health provider about the client’s status. Client status information could include, but is
not limited to, the type of education received, utilization of services, observations about the
client, or information from the client collected during education/training.

Caution! The recipient of the information (i.e., health provider or eligibility, enrollment, and
program services) may not confirm whether a person is a patient or program participant.

Caution! If your clinic, health facility, or unit is within a community-based organization (CBO)
that is covered by the Confidentiality of Medical Information Act (CMIA) or the Health
Insurance Portability and Accountability Act (HIPAA), refer to Scenario 6: Health Provider to
Health Provider. If you are uncertain whether you are subject to the CMIA or HIPAA, consult
with your legal counsel.

What information can a nutrition educator share with the
health provider about the client?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
e Information is not covered by WIC, CalFresh, or Older Americans Act
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State Health Information Guidance Volume 2.2

Graphic — Nutrition Educator to Health Provider
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Scenario Guidance — Nutrition Educator to Health Provider

State Health Information Guidance Volume 2.2

Generally, healthcare privacy laws do not limit the unlicensed nutrition educator from sharing
client status information about their clients with the client’s health provider.

Caution! Nutrition educators may still have to limit their use and disclosure of client

information if they have specific privacy or confidentiality policies, agreements/contracts with
the client, or something similar (like a client’s bill of rights) for their organization.

Caution! If you are a nutrition educator for the WIC, CalFresh or Older Americans Act nutrition
program covered by the federal nutrition program confidentiality regulations and guidance,
refer to the applicable program-specific scenario. If you are uncertain whether you are subject
to the federal nutrition program confidentiality regulations and guidance, consult with your
legal counsel.
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Health Provider to Health Provider

State Health Information Guidance Volume 2.2

Health providers include an array of clinicians, facilities, licensed health providers, unlicensed
health providers, and licensed organizations and entities. The Health Insurance Portability and
Accountability Act (HIPAA) uses the term Health Care Providers, while the California
Confidentiality of Medical Information Act (CMIA) uses Provider of Health Care. The types of
health providers under HIPAA and CMIA are included in Appendix 4 — Provider Definitions. For
purposes of this scenario, the use of the term “health provider” can include any of the entities
found in the appendix.

Generally, a health provider may disclose health information (such as food allergies, A1C level,
food and nutrition insecurity screening results) to another health provider for treatment
purposes (Scenario 6) — for example, this could include:
e Health provider would like to share health information with another health provider to
coordinate treatment of a specific medical condition
e Health provider would like to refer a patient to another health provider for a food and
nutrition insecurity related medical condition and share specific information from the

screening test

e Older adult patient’s primary care physician would like to share limited information
about the patient’s medication with the patient’s registered dietitian to ensure the
patient’s food/meal plan does not conflict with the patient’s medications

e Patient’s primary care physician would like to share the patient’s diabetes diagnosis and
lab results with the patient’s registered dietitian who is focusing on the patient’s food
and nutrition insecurity

Behavioral health providers should refer to SHIG Volume 1 — Sharing Behavioral Health
Information in California for guidance regarding the sharing of mental health or substance use
disorder patient identifying information, as there are generally more stringent privacy
protections.
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Scenario 6 — Health Provider to Health Provider

State Health Information Guidance Volume 2.2

Description

To provide effective treatment and coordinated care, a health provider needs health
information from another health provider to ensure their patients at risk of food and nutrition

insecurity can be treated accordingly.

What health information can a health provider share with
another health provider?

Important Scenario Guidance Assumptions:

e The releasing health provider is subject only to Health Insurance
Portability and Accountability Act (HIPAA) and/or the California
Confidentiality of Medical Information Act (CMIA)

e There is no patient or patient’s representative authorization

e There is no medical emergency
e Thereis no court order
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Graphic — Health Provider to Health Provider
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Scenario Guidance — Health Provider to Health Provider

State Health Information Guidance Volume 2.2

Health information can generally be shared for diagnosis and treatment purposes without a
patient or patient’s representative authorization. Health information includes information
relating to the past, present, or future health status of an individual (such as diagnoses,
treatment information, food allergies or nutritional requirements, medical test results, food
and nutrition insecurity, and prescription information) created, collected, transmitted, or
maintained by health providers that are HIPAA covered entities or otherwise regulated by the
CMIA.

A health provider that is a HIPAA covered entity or otherwise regulated by the CMIA may
disclose health information to another health provider for treatment purposes.
[45 C.F.R. § 164.506; Cal. Civ. Code § 56.10(c)(1).]

If the health provider is not sharing for treatment purposes, the health provider may share
information with a valid authorization.
[45 C.F.R. § 164.506.]

Behavioral health providers should refer to SHIG Volume 1 — Sharing Behavioral Health
Information in California for guidance regarding the sharing of mental health or substance use
disorder patient-identifying information.

Citations and Related Guidance

e 45C.F.R. § 164.506.

e (Cal. Civ. Code § 56.10(c)(1).

e Appendix 2 - Signed Release Form Requirements.

e SHIG Volume 1 —Sharing Behavioral Health Information in California.
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Program Scenarios

State Health Information Guidance Volume 2.2

CalFresh

The California Department of Social Services (CDSS) administers the U. S. Department of
Agriculture (USDA) Supplemental Nutrition Assistance Program (SNAP) — known as CalFresh in
California. CalFresh operates at the county level, and county eligibility workers (EWs) determine
if participants meet CalFresh eligibility guidelines that are set by federal and state law.

Health providers screening patients for food and nutrition insecurity might suggest CalFresh
food benefits to their patients. This could include assisting a patient with initiating the
application process. These actions by the health provider (or their office) are considered
informal referrals that do not require sharing health information.

The individual is responsible for initiating and completing their CalFresh application. They can
seek assistance completing the application from their county social service agencies or local
community-based organizations offering CalFresh application assistance. The application for
CalFresh benefits does not require health information. A CalFresh application may be submitted
with as little as name, address, and signature to start the process, although additional
information is needed to ensure the timeliest service and application decision. Once the EW
receives the application from the applicant, all information on the application is considered
“program information” and confidential by federal regulations and state law.

[7 C.F.R. § 272.1; Cal. Welf. & Inst. Code § 10850.]

This section provides guidance on the following information sharing situations:

e Health provider sharing health information with a CalFresh EW (Scenario 7), for
example, this could include providing information to support the Able Bodied Adults
without Dependents (ABAWD) eligibility.

e CalFresh EW sharing program information with a health provider or food provisioner
regarding CalFresh service utilization (Scenario 8). CalFresh service utilization
information could include whether the client has been enrolled in the CalFresh program.
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Scenario 7 — Health Provider to CalFresh Eligibility Worker

State Health Information Guidance Volume 2.2

Description

To assist the CalFresh eligibility worker (EW) with verifying a medical condition (such as for Able

Bodied Adults without Dependents (ABAWD) eligibility), health providers are asked to share
health information about their patient.

What health information can a health provider share with the
CalFresh EW?

Important Scenario Guidance Assumptions:

e There is no patient or patient’s representative authorization
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Graphic — Health Provider to CalFresh Eligibility Worker
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Scenario Guidance — Health Provider to CalFresh Eligibility Worker

State Health Information Guidance Volume 2.2

Health providers that are Health Insurance Portability and Accountability Act (HIPAA) covered
entities or business associates or otherwise regulated by the Confidentiality of Medical
Information Act (CMIA), may disclose health information to the CalFresh EW with a valid patient
or patient’s representative authorization.

[45 C.F.R. § 164.508; Cal. Civ. Code § 56.11.]

Behavioral health providers should refer to SHIG Volume 1 — Sharing Behavioral Health
Information in California for guidance regarding the sharing of mental health or substance use
disorder patient-identifying information.

Citations and Related Guidance

e 45C.F.R. § 164.508.

e (Cal. Civ. Code § 56.11.

e Appendix 2 —Signed Release Form Requirements.

e SHIG Volume 1 —Sharing Behavioral Health Information in California.
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Scenario 8 — CalFresh Eligibility Worker to Health Provider or Food Provisioner

Description

To provide effective treatment, a health provider needs service utilization information from a
CalFresh eligibility worker (EW) to track a patient’s wellness, health outcomes, and reduce
preventable use of healthcare due to food and nutrition insecurity.

Additionally, a food provisioner may need service utilization information from a CalFresh EW to
ensure their client is still part of the CalFresh program.

What information can CalFresh EW share with a health provider
or food provisioner?

Important Scenario Guidance Assumptions:

e CalFresh enrollment is not a covered entity under the Health
Insurance Portability and Accountability Act (HIPAA)

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act

e Thereis no signed release
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Graphic — CalFresh Eligibility Worker to Health Provider or Food Provisioner
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Scenario Guidance — CalFresh Eligibility Worker to Health Provider or Food Provisioner

State Health Information Guidance Volume 2.2

Under federal Supplemental Nutrition Assistance Program (SNAP) confidentiality regulations,
the use and disclosure of information obtained from the participant is generally restricted to
persons directly connected to the administration or enforcement of the CalFresh program (for
example, the EW or federal oversight personnel such as SNAP fraud investigation) and other
Federal and federally-assisted programs. There may be other exceptions (not explored within
this document) that apply to your organization, consult with your legal counsel.

In general, a signed release is required to use or disclose SNAP information, unless the
disclosure is directly related to administering the program.
[7 C.F.R. § 272.1(c)(3); Cal. Welf. & Inst. Code § 10850.2.]

Citations and Related Guidance

e 7C.F.R.§272.1(c)(3).
e Cal. Welf. & Inst. Code § 10850.2.
e Appendix 2 - Signed Release Form Requirements.
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Medically Tailored Meals/Special Medical Diets and Health Providers

State Health Information Guidance Volume 2.2

To support a patient’s treatment, the health provider refers the patient to a registered dietitian
nutritionist (RDN) to develop meal plans specific to the patient’s health conditions. In California,
the Medically Tailored Meals Pilot (MTMP) and special medical diets (SMD) are services for
providing medically tailored meals (MTM). For these scenarios, we use the term MTM service
provider to include both the MTMP and SMD services providers.

Medically Tailored Meals Pilot Program

The MTMP program launched on April 1, 2018 as a three-year pilot and it was then extended
for one additional year to end December 2021. The California Department of Health Care
Services (DHCS) oversees the program and contracts with Project Open Hand for the provision
of services. The program serves three medically tailored meals per day for 12 weeks to at least
1,000 eligible beneficiaries with congestive heart failure during the four-year period.

The eight pilot counties and providers are:

e San Francisco / Alameda / San Mateo: Project Open Hand
e Los Angeles: Project Angel Food

e Marin / Sonoma: Ceres Community Project

e Sonoma: Food for Thought

e San Diego: Mama's Kitchen

e San Mateo / Santa Clara: Health Trust

At the conclusion of the pilot, DHCS will conduct an evaluation to determine the impact of the
MTMP program on hospital, emergency department, and skilled nursing facility admissions. In
addition, DHCS will submit a report to the California Legislature identifying any positive health
outcomes and admissions reductions for these beneficiaries.

[Cal. Welf. & Inst. Code § 14042.1.]

Special Medical Diets

SMD services provide meals approved by a RDN that reflect appropriate dietary therapy based
on evidence-based practice guidelines. The RDN recommends the SMD based on a nutritional
assessment and a referral by a health provider to address a medical diagnosis, symptoms,
allergies, medication management, and side effects to ensure the best possible nutrition-
related health outcomes.

People living with serious illnesses benefit from eating foods specifically designed for their
diagnosis, as well as the additional complications that come with that illness (i.e., treatment
side effects and comorbidities). SMDs operate in the treatment spectrum of food and nutrition
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services and, as such, SMD functions in the healthcare space as a part of a patient’s treatment
plan.
This section provides guidance on the following information sharing situations:

e Health provider sharing health information with a MTM services provider (Scenario 9) to

support meal planning.
e A MTM services provider sharing program information with a health provider (Scenario

10) to support treatment care plans.
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Scenario 9 — Health Provider to Medically Tailored Meals Services Provider

State Health Information Guidance Volume 2.2

Description

To provide effective treatment and coordinated care, a Medically Tailored Meals Pilot (MTMP)
program or Special Medical Diets (SMD) provider needs patient health information from a
health provider to create and deliver meal plans and medical nutrition therapy sessions.

Behavioral health and mental health providers should refer to SHIG Volume 1 — Sharing
Behavioral Health Information in California for guidance regarding the sharing of mental health
or substance use disorder patient-identifying information, as there may be more stringent
privacy protections.

What health information can a health provider share with a
MTMP or SMD?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
e There is no patient or patient’s representative authorization
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Graphic — Health Provider to Medically Tailored Meals Services Provider
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Scenario Guidance — Health Provider to Medically Tailored Meals Services Provider

State Health Information Guidance Volume 2.2

Health information can generally be shared for diagnosis and treatment purposes without a
patient or patient’s representative authorization. Health information includes information
relating to the past, present, or future health status of an individual (such as diagnoses,
treatment information, food allergies or nutritional requirements, medical test results, and
prescription information) created, collected, transmitted, or maintained by health providers
that are HIPAA covered entities.

A health provider, that is a HIPAA covered entity or otherwise covered by the Confidentiality of
Medical Information Act (CMIA), may disclose health information to a MTMP or SMD for
treatment purposes (such as creation of meal plan, medical nutrition therapy, and periodic
wellness checks). A business associate agreement is not required.

[45 C.F.R. §§ 160.103, 164.506; Cal. Civ. Code § 56.10(c)(1); Cal. Welf. & Inst. Code § 14042.1.]

Behavioral health providers should refer to SHIG Volume 1 — Sharing Behavioral Health
Information in California for guidance regarding the sharing of mental health or substance use
disorder patient-identifying information.

Citations and Related Guidance

e 45C.F.R. §164.103.

e 45C.F.R. § 164.506.

e (Cal. Civ. Code § 56.10(c)(1).

e (Cal. Welf. & Inst. Code § 14042.1.

e Appendix 2 - Signed Release Form Requirements.

e SHIG Volume 1 —Sharing Behavioral Health Information in California.
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Scenario 10 — Medically Tailored Meals Service Provider to Health Provider

State Health Information Guidance Volume 2.2

Description

To provide effective treatment and coordinated care, a health provider needs a patient’s health
information from a Medically Tailored Meals Pilot (MTMP) program or Special Medical Diets

(SMD) provider to track patient’s wellness and health outcomes and reduce preventable
healthcare utilization.

What health information can a MTMP or SMD share with a
health provider?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act

e There is no patient or patient’s representative authorization
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Graphic — Medically Tailored Meal Services Provider to Health Provider
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Scenario Guidance — Medically Tailored Meal Services Provider to Health Provider

State Health Information Guidance Volume 2.2

Health information can generally be shared for diagnosis and treatment purposes without a
patient or patient’s representative authorization. Health information includes information
relating to the past, present, or future health status of an individual (such as diagnoses,
treatment information, food allergies or nutritional requirements, meal plans, medical test
results, and prescription information) created, collected, transmitted, or maintained by health
providers that are HIPAA covered entities, or otherwise regulated by the California
Confidentiality of Medical Information Act.

A MTMP or SMD program may disclose health information to the health provider for treatment
purposes (e.g., to track patient’s wellness, learn specifics of designed meal plan, health
outcomes).

[45 C.F.R. § 164.506; Cal. Civ. Code § 56.10(c)(1).]

Citations and Related Guidance

e 45C.F.R §164.506.
e (Cal. Civ. Code § 56.10(c)(1).
e Appendix 2 - Signed Release Form Requirements.
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Older Americans Act Nutrition Program

State Health Information Guidance Volume 2.2

The Older Americans Act (OAA) Nutrition Program provides grants to states to help support
food and nutrition services for older adults (who are 60 years or older). The OAA Nutrition
Program provides grants to fund congregate and home delivered nutrition services. The
California Department of Aging (CDA) is responsible for the oversight and distribution of these
grants/funds. Specifically, the CDA Multipurpose Senior Services Program (MSSP) is responsible
for oversight of in-home and community-based services under this program in California.
Counties, community-based organizations, and other organizations receive funds for the
delivery of meals. These OAA programs have federal and state privacy regulations that govern
sharing health and program information.

[42 U.S.C. §§ 3030e - 3030g-23; 45 C.F.R. Part 1321; Cal. Welf. & Inst. Code §§ 9500 et seq.,
18325 - 18335.]

This section provides guidance on the following information sharing situations:

e Health provider sharing health information with an OAA nutrition services provider
(such as in-home or community-based services) (Scenario 11) to support meal planning
or nutrition education services.

e An OAA nutrition services provider sharing program information with a health provider
(Scenario 12) to support treatment and care plans.
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Scenario 11 — Health Provider to Older Americans Act Nutrition Services Provider

Description

The Older Americans Act (OAA) nutrition services provider (such as in-home or community-
based services) may ask a health provider to share health information to support meal planning
and nutrition counseling or education.

Additionally, a health provider may refer their patient to the local OAA nutrition services

organization.

What health information can a health provider share with the
OAA nutrition services provider?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act
e There is no patient or patient’s representative authorization
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Graphic — Health Provider to Older Americans Act Nutrition Services Provider
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Scenario Guidance — Health Provider to Older Americans Act Nutrition Services Provider

State Health Information Guidance Volume 2.2

While HIPAA appears to permit this kind of sharing to support treatment, California law does
not permit a health provider to share health information with a nutrition services provider
without the patient’s or patient’s representative authorization. Health providers may disclose
health information to the OAA nutrition services provider with a valid authorization.

[45 C.F.R. § 164.508; Cal. Civ. Code §§ 56.10(a), 56.11; HHS Guidance — “Does HIPAA permit
health care providers to share protected health information (PHI) about an individual with
mental health with a third party that is not a health care provider for continuity of care
purposes?” (Published January 3, 2018).]

Behavioral health providers should refer to SHIG Volume 1 — Sharing Behavioral Health
Information in California for guidance regarding the sharing of mental health or substance use
disorder patient-identifying information.

Citations and Related Guidance

e 45C.F.R. §164.508.

e (Cal. Civ. Code § 56.10(a).

e (al. Civ. Code § 56.11.

e Appendix 2 —Signed Release Form Requirements.

e HHS Guidance, “Does HIPAA permit health care providers to share protected health
information (PHI) about an individual with mental illness with a third party that is not a
health care provider for continuity of care purposes?” (Published January 3, 2018).

e SHIG Volume 1 — Sharing Behavioral Health Information in California.
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Scenario 12 — Older Americans Act Nutrition Services Provider to Health Provider

State Health Information Guidance Volume 2.2

Description

To provide effective treatment, a health provider needs service utilization information about
their patient from an Older Americans Act (OAA) nutrition services provider. The information
helps track a patient’s wellness and health outcomes or reduce preventable use of healthcare
due to food and nutrition insecurity.

What information can OAA nutrition services provider share
with a health provider?

Important Scenario Guidance Assumptions:

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act

e Thereis no signed release
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Graphic — Older Americans Act Nutrition Services Provider to Health Provider
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Scenario Guidance — Older Americans Act Nutrition Services Provider to Health Provider

State Health Information Guidance Volume 2.2

Under federal OAA regulations, the use and disclosure of information obtained from a
participant is restricted to program monitoring by authorized federal, state, or local monitoring
agencies or can be disclosed with a court order. California Department of Aging (CDA)
regulations require a signed release to use or disclose any participant information for any other
purposes. This includes general information such as name and contact information.

[45 C.F.R. § 1321.75(a); Cal. Welf. & Inst. Code § 9102; 22 C.C.R §§ 7500, 7541, 7636.7.]

Citations and Related Guidance

e 45C.F.R. §1321.75(a).

e Cal. Welf. & Inst. Code § 9102.

e 22 C.C.R. §7500.

e 22C.C.R.§7541.

e 22C.C.R.§7636.7.

e Appendix 2 —Signed Release Form Requirements.
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The California Department of Public Health (CDPH) administers the California Special
Supplemental Nutrition Program for Women, Infants, and Children (WIC or WIC Program).

CDPH/WIC contracts with WIC local agencies, which includes county and city health
departments, community and Native American health centers, and non-profit agencies, to
certify participant eligibility, provide nutrition education and counseling as well as
breastfeeding support, and provide referrals to healthcare and other community resources. In
addition, the WIC Program contracts and works with authorized WIC vendors (such as grocery
stores), farmers, and farmer’s markets to supply supplemental foods to WIC shoppers in
exchange for reimbursement.

Federal law limits the disclosure of WIC applicant/participant information to:

e Persons directly connected with the administration or enforcement of the WIC Program
for WIC purposes, such as local agencies and other WIC State or local agencies; persons
under contract with the State agency to perform research regarding the WIC Program;
and persons investigating or prosecuting WIC Program violations under Federal, State or
local law.

e Public organizations (such as federal, State, and local agencies and other
government/tribal authorities but not State or local enforcement) that serve persons
eligible for the WIC Program for non-WIC purposes. The public organization must enter
into a written agreement with the WIC State agency (CDPH/WIC) or a local agency and
may only use WIC applicant/participant information in the administration of their
programs that serve persons eligible for the WIC Program.

Only the WIC Program or the applicant/participant is allowed to authorize the sharing of WIC
applicant/participant information, including information gathered during the WIC enrollment
process, known as “certification.”

[7 C.F.R. §§ 246.2, 246.3(b), 246.26(d) and (h), 248.24(c); Cal. Health & Safety Code §§ 123279,
123280(c), 123310; 22 C.C.R. § 40613; FNS Instruction 800-1; WIC Regulatory Bulletin 2012-01.]

Sharing WIC applicant/participant information with any other person or organization requires a
valid release form from the WIC applicant/participant.
[7 C.F.R. § 246.26(d); Cal. Health & Safety Code § 123280(c); FNS Instruction 800-1.]
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e Health provider sharing information with a WIC local agency (Scenario 13), for example
this could include:
o Completing a WIC referral form to assist with the certification or recertification
process
o Fulfilling a request from a WIC local agency for health information or an infant
formula prescription

e WIC local agency sharing information with a health provider or food provisioner
regarding WIC service utilization (Scenario 14). WIC service utilization information could
include whether the client has been enrolled in the WIC program.
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Scenario 13 — Health Provider to WIC Local Agency

State Health Information Guidance Volume 2.2

Description

To assist the WIC local agency in certifying patients who may be eligible to participate in the
WIC Program, health providers provide specific information (including health information)
about their patient using one of the following California Department of Public Health (CDPH)
WIC referral forms:

e WIC Referral for Pregnant Women (Form # CDPH 247C)
e WIC Referral for Postpartum/Breastfeeding Women (Form # CDPH 247B)
e Pediatric Referral (Form # CDPH 247A)

The health provider submits the completed WIC referral form to a WIC local agency for WIC
certification and other administrative functions.

As part of the administration of the WIC Program, a WIC local agency may require additional
information to complete the certification process or may need updates for subsequent
certifications. The WIC local agency may gather additional information from the health provider
by:

e Contacting the health provider for additional or missing health information regarding
the referral to complete the certification process (including when a Medicaid (Medi-Cal)
agency or provider refers someone to WIC).

e Contacting the hospital or health provider for birth notifications to certify a newborn for
WIC.

e Contacting the health provider for information specific to: determining which foods or
formula are provided as part of the participant’s food benefits, tailoring food packages,
providing breastfeeding assistance/education, or providing medically necessary
therapeutic formula for infant participants.

What health information can a health provider share with WIC
local agencies?

Important Scenario Guidance Assumptions:

e There is no patient or patient’s representative authorization
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Scenario Guidance — Health Provider to WIC Local Agency

State Health Information Guidance Volume 2.2

Health providers that are Health Insurance Portability and Accountability Act (HIPAA) covered
entities or business associates or otherwise regulated by CMIA, may disclose health information
to the WIC local agency with a patient or patient’s representative authorization.

[45 C.F.R. § 164.508; Cal. Civ. Code § 56.11.]

Citations and Related Guidance

e A45C.F.R. § 164.508.
e Cal.Civ. Code § 56.11.
e Appendix 2 - Signed Release Form Requirements.
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Scenario 14 — WIC Local Agency to Health Provider or Food Provisioner

State Health Information Guidance Volume 2.2

Description

A health provider may request service utilization information from a WIC local agency to track
patient’s wellness, health outcomes, and reduce preventable healthcare utilization associated
with food and nutrition insecurity.

Additionally, a food provisioner needs service utilization information from a WIC local agency to
ensure their client is still part of the WIC program.

What information can a WIC local agency share with a health
provider or food provisioner?

Important Scenario Guidance Assumptions:

e WIC local agency is not a Health Insurance Portability and
Accountability Act (HIPAA) covered entity

e Organizations participating in this information exchange are not
subject to California Consumer Privacy Act

e Thereis no release form
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Graphic — WIC Local Agency to Health Provider or Food Provisioner
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Scenario Guidance — WIC Local Agency to Health Provider or Food Provisioner

State Health Information Guidance Volume 2.2

WIC applicant/participant information is protected by federal and state law — this includes the
applicant’s/participant’s name and the fact that they are a WIC applicant/participant.

WIC local agencies may provide WIC applicant/participant information to a health provider or
food provisioner with a release form signed by the applicant/participant. Release forms
authorizing disclosure to health providers may be included as part of the WIC application or
certification process. All other requests for WIC applicants/participants to sign voluntary
release forms must occur after the application and certification process is completed.

[7 C.F.R. § 246.26(d)(4).]

Requests for WIC applicants/participants to sign a release form to disclose their WIC
information to food provisioners or others must occur after the completion of the initial
certification process so that signing the release form is not viewed as a condition of receiving
WIC services.

[7 C.F.R. § 246.26(d)(4); Cal. Health & Safety Code § 123280(c); FNS Instruction 800-1.]

Citations and Related Guidance

e 7C.F.R.§246.26(d)(4).

e (Cal. Health & Safety Code § 123280(c).

e FNS Instruction 800-1.

e Appendix 2 - Signed Release Form Requirements.
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In conclusion, the State of California recognizes the value of sharing health and social services
information when legally permissible and in the interests of the patient/client. Such sharing
improves coordination of care and health outcomes that benefits the patient. In the current
complex regulatory environment, the State recognizes it can be challenging for health
providers; eligibility, enrollment, and program services; and food provisioners to know with
certainty when sharing health and social services information is permissible.

The State developed this State Health Information Guidance (SHIG) to help clarify conditions
when health and social services information may be shared without a signed release form and
when disclosures are permitted with a signed release form.

As the California healthcare landscape continues to evolve and coordination of care for patients
continues to rise, the State’s intent is to support health providers by clarifying federal and state
law. As a result, the State wishes to contribute to the dialogue taking place among stakeholders
through this authoritative guidance so that patient-centric care solutions can continue to be
developed.

Direct any questions or requests for additional information associated with this publication to:

Center for Data Insights and Innovation (CDII)
1215 O Street, 11th Floor, MS-08
Sacramento, CA 95814
SHIGinformation@chhs.ca.gov
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SHIG Stakeholder Sessions - Participants

The following organizations participated in the SHIG Stakeholder Sessions held virtually in July
and August 2020. The purpose of the sessions was to explain the project, discuss barriers to
information exchange, and to solicit input on possible topics for the SHIG:

e ALLIN Alameda County

e Alameda County Community Food Bank

e Archstone Foundation

e (California Association of Health Information Exchanges (CAHIE)
e California Department of Aging (CDA)

e (California Department of Health Care Services (DHCS)

e (California Department of Public Health (CDPH)

e (California Department o